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Background

• Dedicated Cybersecurity Training & Exercise 

Specialist

• Partners with Technical and Non-Technical 

Audiences

• 5-Years in large K-12 education

• Master’s in Organizational Leadership

Erik Ramirez
Cybersecurity and Infrastructure 
Security Agency (CISA)

Tim Femister
Firestorm Global

• Founder and Principal at Firestorm Global

• Supports 400+ K-12 schools and colleges 

across California

• 15+ Years experience working with K-12, 

Higher Ed and Municipalities

• Media contributions to Forbes, NBC, 

Lifetime and more





Cybersecurity In 2024
• Mega ransom payments and 

financial impact

• Public Education increasingly 

targeted (with and without 

malware)

• Hackers are stealing student 

data and extorting parents

• Deepfake scams are rapidly 

evolving and causing havoc



Confirmed Ransom 
Payments Exceed $1B 
For First Time.
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How Does This Happen?

Human Error Contributed To 68% Of Data 
Breaches Last Year



Why Does This Happen So Often?



Anyone Can Email, Call, 
or Text You Right Now.

Literally.

Traditional Communication Channels Were Originally Built On Trust 



Cyber Criminals Know 
How To Send Fake, 
Targeted Emails. 
Phishing: Fraudulent Email

Spear Phishing: Targeted Fraudulent Email



Cyber Criminals Can Easily 
Spoof (Fake) A Phone Number 
In Minutes.

Vishing: Fraudulent Phone Call

Smishing: Fraudulent Text Message
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Dark AI Is Breaking Down Language 
Barriers And Accelerating Attacks



Putting It All Together

John

JH

Hi Kathy – We have an emergency 

situation.  I’m going to call you in 

2-min.

John Hanley
iPhone

• Superintendent’s cell 
phone number is spoofed 
by a bad actor

• Deepfake audio mimics a 
familiar voice utilizing prior 
Board meeting recording

• Email appears legitimate at first 
glance and instructions align to 
the phone call received
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Rely On Strong Fundamentals

Check The Sender Address
FW: Districtwide Safety Protocols

Susan Johnson <susan.johnson@yourdistrict.org>
SJ

To:      Josh Garrison

Contact

SJ Susan Johnson <susan.johnson@yourdistrict.org>

susan@yourdistrict.ddytxz.net

susan@yourdistrict.ddytxz.net

• Click on the Sender to identify 
the true email address

• Report as phishing and delete 
if you don’t recognize the 
domain name

• The domain is the very last 
part of the address, such as 
ddytxz.net or google.com (not 
‘yourdistrict’)
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Rely On Strong Fundamentals

Check The Sender Address
Don’t Click Links Or 
Attachments From 
Unknown Senders

Evaluate Tone, Grammar 
And Syntax

Place An Outbound Call To 
A Trusted Number

Watch And Listen For Out 
Of Place Occurrences

Remember: When In Doubt, Ask For A Second Set of Eyes   



24/7 Cyber Safe Best Practices

1 Report, But Do Not Forward Phishing Messages

2 Never Send Money Without Verification (Call Trusted Numbers)

3 Use Strong, Unique Passwords (  Password Managers)

4 Keep Software Updated (Especially Security Updates )

5 Utilize Multifactor Authentication Wherever Possible



SAFER Cyber Risk Assessment
• Complimentary Cybersecurity Assessment

• Structured risk assessment aligned to NIST

• Standard engagement covers 100+ topics

• 2.5-hour engagement followed by 1-hour readout

• ~40 slide engagement report with clear, concise 

recommendations

• Initiate engagement at www.firestormglobal.com/safer

• Questions? Email SAFER@firestormglobal.com

NO COST TO MEMBERS INCLUDES EXTERNAL RISK ANALYSIS

http://www.firestormglobal.com/safer


Q&A



firestormglobal.com

Thank You
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